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Abstract—The proliferation of Internet of 

Things (IoT) technologies in healthcare has 

enabled continuous patient monitoring, real-

time health data acquisition, and enhanced 

clinical decision support. Despite these 

advances, integrating heterogeneous IoT 

devices with predictive machine learning 

pipelines remains technically challenging due 

to interoperability gaps, latency constraints, 

and data privacy concerns. This paper presents 

the Adaptive Data-Aware Predictive Machine 

Learning (ADAP-ML) framework, a multi-

layer architecture that unifies IoT data 

ingestion, edge-level feature extraction, and 

cloud-based adaptive classification for reliable 

medical analytics. The proposed framework 

employs a hybrid ensemble classifier that 

dynamically adjusts its weighting strategy 

based on incoming data characteristics, 

enabling robust performance across diverse 

clinical conditions. Experimental evaluations 

demonstrate that ADAP-ML achieves a 

classification accuracy of 94.1%, an AUC-ROC 

of 0.961, and an average response latency of 

15ms at 100 concurrent IoT nodes, 

outperforming conventional machine learning 

baselines by a significant margin. The 

framework further addresses interoperability 

through adherence to HL7 FHIR, MQTT, and 

CoAP communication standards. These results 

confirm that the proposed system constitutes a 

dependable and scalable foundation for next-

generation connected healthcare delivery.  

Keywords—Investigating, Synergies, IoT, 

Machine Learning, Proactive Healthcare 

Management, Technology Integration 

I. INTRODUCTION  

The convergence of the Internet of Things (IoT) 

and machine learning (ML) has introduced a 

paradigm shift in modern healthcare delivery. IoT-

International Journal of Engineering Science and Advanced Technology (IJESAT) Vol 26 Issue 06, June 2026

ISSN No: 2250-3676 www.ijesat.com Page 1806 of 1813



enabled sensors, wearable devices, and smart 

medical equipment now generate vast volumes of 

continuous health data, providing clinicians with 

unprecedented visibility into patient states outside 

traditional hospital environments [1]. When 

coupled with advanced ML analytics, these data 

streams can yield early disease detection, 

personalized treatment recommendations, and 

proactive risk stratification at population scale. 

Nevertheless, deploying reliable ML-driven 

analytics atop heterogeneous IoT infrastructures 

presents significant engineering challenges. 

Device interoperability across competing 

communication protocols such as MQTT, CoAP, 

and HL7 FHIR introduces data fragmentation that 

undermines model training quality [2]. Network 

latency and computational constraints at the device 

edge restrict the complexity of inference models 

that can be deployed in real time. Meanwhile, 

stringent data privacy regulations such as HIPAA 

mandate that sensitive health records are processed 

and transmitted under strong security guarantees 

[3]. 

Existing literature has addressed these 

challenges in isolation. Studies on federated 

learning demonstrate privacy-preserving model 

training across distributed nodes [4], while work 

on edge intelligence shows that local 

preprocessing can significantly reduce cloud 

transmission overhead [5]. However, a unified 

framework that simultaneously addresses 

interoperability, latency, adaptivity, and clinical 

prediction accuracy within a single deployable 

architecture remains absent from literature. 

This paper addresses this gap by proposing the 

Adaptive Data-Aware Predictive Machine 

Learning (ADAP-ML) framework. ADAP-ML 

introduces a three-layer architecture spanning the 

IoT device layer, an intelligent edge processing 

layer, and a cloud-based adaptive ensemble 

classification layer. The primary contributions of 

this work are: (i) a standardized interoperability 

middleware that normalizes heterogeneous IoT 

data streams into a unified schema; (ii) an edge-

level lightweight feature extractor that reduces 

communication overhead by 62% relative to raw 

data transmission; and (iii) an adaptive ensemble 

classifier whose component weights are 

dynamically adjusted at runtime based on 

streaming data characteristics, achieving state-of-

the-art predictive accuracy on benchmark clinical 

datasets. 

II. RECENT WORKS 

The intersection of IoT and ML in healthcare 

has attracted considerable research attention. 

Kumar et al. [6] introduced the Cardiac Diagnostic 

Feature and Demographic Identification (CDF-DI) 

framework, an IoT-enabled system applying ML 

for cardiac diagnostics, demonstrating the viability 

of sensor-driven health analytics. Similarly, 

Kondaka et al. [7] proposed an intensive 

healthcare monitoring paradigm using IoT-based 

ML strategies, validating real-time predictive 

capabilities across clinical settings. 

Security and data integrity in IoT healthcare 

networks have been studied extensively. Shukla et 

al. [8] combined fog computing with blockchain to 

establish trusted identification and authentication 
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for healthcare IoT. Islam et al. [9] investigated 

ML-based intrusion detection for IoT networks, 

highlighting the critical need for anomaly 

detection in clinical infrastructure. Ashraf et al. 

[10] extended this with FIDChain, a federated 

intrusion detection system for blockchain-enabled 

IoT healthcare applications. 

On the algorithmic side, Li et al. [11] provided 

a comprehensive survey of ML-based big data 

analytics for IoT-enabled smart healthcare, 

enumerating the strengths and limitations of deep 

learning, ensemble methods, and transfer learning. 

Rani et al. [12] examined federated learning for 

secure Internet of Medical Things (IoMT) 

applications, confirming that collaborative 

learning paradigms protect data privacy without 

sacrificing model utility. Edge computing 

integration has emerged as a key theme. Alnaim 

and Alwakeel [13] demonstrated that IoT-edge 

architectures substantially improve service 

delivery responsiveness. Aldabbas et al. [14] 

presented an IoT-aware smart healthcare 

architecture leveraging ML-driven insights for 

decision support. Despite these individual 

advances, no existing work synthesizes 

interoperability normalization, adaptive ensemble 

learning, and edge-cloud latency optimization into 

a cohesive framework evaluated against multiple 

clinical benchmarks, the gap ADAP-ML 

addresses. 

III. RESEARCH PROBLEMS  

 

Although existing IoT-enabled healthcare systems 

have demonstrated promising capabilities for real-

time patient monitoring and predictive analytics, 

they often suffer from limited interoperability 

among heterogeneous devices, high 

communication overhead, and reduced prediction 

reliability under dynamic healthcare 

environments. Furthermore, most existing 

machine learning models employ static learning 

mechanisms that fail to adapt effectively to 

evolving patient data distributions and varying 

clinical conditions. Therefore, the key research 

problem is to develop an adaptive and scalable 

machine learning framework that can efficiently 

integrate heterogeneous IoT data sources, 

minimize latency and communication costs, and 

maintain high predictive accuracy for reliable 

clinical decision support in real-time healthcare 

applications. 

IV. PROBLEM FORMULATION 

Let D = {d1, d2, ..., dn} denote a set of n 

heterogeneous IoT devices deployed across a 

clinical environment. Each device di generates a 

time-series data stream Xi(t) consisting of 

physiological measurements sampled at varying 

frequencies fi. The global health state of a patient 

at time t is represented by the aggregated feature 

vector X(t) = [X1(t), ..., Xn(t)]. The core 

prediction task is defined as a mapping f: X(t) → 

Y, where Y ∈ {y1, ..., yk} represents k clinical 

outcome classes (low risk, moderate risk, high 

risk, critical). The objective is to learn a classifier 

f* that minimises the expected prediction error 

E[L(f(X(t)), Y)] subject to: (1) response latency 

τ(f) ≤ τmax; (2) communication overhead C(f) ≤ 

Cmax; and (3) a differential privacy guarantee 

with parameter ε. The interoperability challenge 
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arises because devices in D transmit data under 

incompatible protocol schemas S = {MQTT, 

CoAP, HL7 FHIR, REST}. A normalization 

operator N is therefore applied such that N(Xi(t)) 

produces a unified representation irrespective of 

originating schema, enabling consistent 

downstream feature extraction and model 

inference. 

 

V. PROPOSED ADAP-ML FRAMEWORK   

A.  System Architecture Overview 

The ADAP-ML framework operates across 

three hierarchical layers as illustrated in Fig. 1. 

The IoT Layer encompasses all patient-facing 

sensor devices. The Edge Computing Layer 

performs protocol normalization, preprocessing, 

and lightweight feature extraction locally on edge 

nodes co-located with clinical wards or home 

gateways. The Cloud Analytics Layer hosts the 

adaptive ensemble classifier, maintains the model 

registry, and serves prediction results back to 

clinical dashboards and electronic health record 

systems. This three-tier separation ensures that 

latency-sensitive operations are handled locally 

while computationally intensive model retraining 

is offloaded to the cloud. 

 

Fig. 1.  Proposed ADAP-ML System Architecture 

B.  Interoperability Middleware 

At the edge layer, ADAP-ML deploys a 

protocol translation middleware that accepts 

incoming data frames from any supported schema 

and applies a schema-agnostic normalisation 

pipeline. The pipeline performs: (i) protocol 

detection using header signature matching; (ii) 

semantic field mapping via a pre-defined ontology 

aligned to the FHIR R4 specification; and (iii) 

temporal alignment using adaptive resampling to 

produce a unified sampling rate of 1 Hz across all 

device streams. The resulting normalized stream 

X̂(t) feeds directly into the feature extraction 

module, eliminating schema-induced data 

fragmentation. 

C. Edge-Level Feature Extraction 

Rather than transmitting raw IoT sensor 

readings to the cloud, ADAP-ML applies a 

lightweight feature extraction step on the edge 

node. Over a configurable sliding window W of 

length w seconds, the extractor computes a 

compact statistical feature vector F(t) = [μ, σ, 

skewness, kurtosis, RMS, zero-crossing rate, 

spectral entropy] for each physiological signal. 

This reduces the data volume transmitted to the 

cloud by 62% on average, cutting bandwidth 

consumption and end-to-end latency. For time-

series signals with periodic components such as 

ECG and PPG, a short-time Fourier transform is 

applied within W to capture frequency-domain 

features. The resulting 42-dimensional feature 

vector F(t) is encrypted using AES-256 and 

forwarded to the cloud classification engine. 
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D.  Adaptive Ensemble Classifier (ADAP-ML 

Algorithm) 

The cloud layer hosts the Adaptive Ensemble 

Classifier, which combines predictions from three 

base learners, a gradient-boosted decision tree 

(GBDT), a multilayer perceptron (MLP), and a 

support vector machine (SVM), using a dynamic 

soft-voting fusion strategy. Unlike static ensemble 

methods, ADAP-ML adjusts the voting weights α 

= [α1, α2, α3] at each inference step according to 

the incoming data distribution shift metric Δ, 

computed via Maximum Mean Discrepancy 

(MMD) between the current feature batch and the 

training distribution. The weight update rule is 

given by: 

αi(t+1) = αi(t) + η [Acci(t) − μAcc(t)] exp(−λΔ(t)) 

where η is the learning rate, Acci(t) is the 

rolling accuracy of base classifier i over the last T 

inference steps, μAcc(t) is the mean accuracy 

across all base classifiers, and λ controls 

sensitivity to distribution shift. The exponential 

decay term ensures that as data drift increases 

(large Δ), weight updates become conservative, 

preventing instability. Weights are renormalized to 

sum to 1 after each update. The final prediction is 

Ŷ(t) = argmaxk Σi αi P_i(Y=k | F(t)), where P_i is 

the posterior probability of base classifier i. 

VI. EXPERIMENTAL RESULTS AND 

DISCUSSION 

A.  Experimental Setup 

Experiments were conducted using the MIMIC-

III clinical database and a synthetic IoT telemetry 

dataset generated via a validated patient simulator 

emulating 12 physiological signals across 1,000 

virtual patients. Edge nodes were emulated on 

Raspberry Pi 4 units (4-core ARM Cortex-A72, 4 

GB RAM) while the cloud layer ran on a virtual 

machine with 8 vCPUs and 32 GB RAM (Ubuntu 

22.04 LTS). The ADAP-ML framework was 

implemented in Python 3.10 using scikit-learn, 

PyTorch, and the FHIR-py SDK. All experiments 

were repeated with 5-fold stratified cross-

validation. Baseline comparators included 

standalone Logistic Regression (LR), Random 

Forest (RF), and SVM. Table I summarizes the 

IoT device configurations used. 

TABLE I.  IOT DEVICE CONFIGURATIONS USED IN 

EXPERIMENTS 

Device Type Protocol Data Collected 

Wearable Smartband MQTT / BLE HR, SpO2, Steps 

Smart BP Cuff HL7 FHIR/REST Systolic, Diastolic 

BP 

ECG Patch CoAP / LTE 12-lead ECG 

waveform 

Glucometer MQTT / Wi-Fi Blood glucose 

(mg/dL) 

B.  Predictive Performance 

Table II presents the predictive performance of 

ADAP-ML against baseline classifiers. ADAP-

ML achieves a classification accuracy of 94.1%, 

outperforming the next best baseline (Random 

Forest, 87.6%) by 6.5 percentage points. The 

AUC-ROC score of 0.961 confirms strong 

discriminative capability across all risk classes. 

The F1 score of 93.7% demonstrates that the 

improvement is balanced across precision and 

recall, ruling out accuracy inflation due to class 

imbalance. Fig. 2 visualizes comparative 

performance across all metrics. 

TABLE II.  COMPARATIVE PREDICTION PERFORMANCE 
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Method Acc. (%) F1 (%) AUC Lat.(ms) 

Log. Regression 81.2 79.8 0.831 8 

Random Forest 87.6 86.6 0.893 34 

SVM 85.3 83.7 0.868 21 

ADAP-ML (Ours) 94.1 93.7 0.961 15 

 

 

 
 

Fig. 2. Prediction Performance Comparison Across ML 

Methods 

C.  Scalability Analysis 

Fig. 3 illustrates the end-to-end response 

latency of ADAP-ML versus a cloud-only baseline 

as the number of concurrent IoT nodes scales from 

50 to 1,000. At 100 nodes, ADAP-ML achieves 15 

ms latency against 52 ms for the cloud-only 

system—a 71% reduction attributable to edge-

level preprocessing. At 1,000 nodes, ADAP-ML 

maintains 62 ms while the baseline degrades to 

310 ms, confirming that edge offloading provides 

near-linear scalability benefits. An interoperability 

compliance evaluation further shows ADAP-ML 

achieving an average compliance score of 90.4% 

across HL7 FHIR, MQTT, CoAP, REST, and 

DICOM protocols, compared with 58.6% for the 

baseline system, owing to the FHIR-aligned 

normalization middleware. 

 

Fig. 3. Response Latency vs. Concurrent IoT Node Load 

VII. DISCUSSION 

The experimental results confirm three 

principal strengths of the ADAP-ML framework. 

First, the dynamic weight adaptation mechanism 

effectively handles distribution shift, a pervasive 

challenge in clinical settings where patient 

populations and measurement conditions vary 

considerably over time. By down-weighting base 

classifiers whose rolling accuracy degrades under 

drift and elevating those that remain stable, the 

ensemble maintains robust generalization without 

requiring periodic full retraining. Second, the edge 

preprocessing architecture delivers latency 

reductions that satisfy real-time clinical 

requirements. A 15 ms end-to-end latency at 100 

concurrent nodes is well within the sub-100 ms 

threshold identified in the literature as necessary 

for actionable clinical alerts [15]. Third, the 

interoperability middleware eliminates a major 

barrier to adoption: institutions using different 

device vendors and protocol standards can deploy 

ADAP-ML without modifying existing device 

firmware or network infrastructure. 

Several limitations must be acknowledged. The 

current evaluation was conducted on a simulated 
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IoT environment; production deployment may 

introduce additional variability including 

intermittent connectivity and hardware clock drift. 

The AES-256 encryption at the edge layer adds 

approximately 2–3 ms per packet, already 

accounted for in reported latency figures, but may 

become material on extremely resource-

constrained devices. Future work will extend 

ADAP-ML with a federated learning module for 

multi-site collaborative model improvement 

without centralizing patient data, and will validate 

the framework on real-world clinical cohorts. 

 

VIII.  CONCLUSION 

This paper introduced ADAP-ML, an Adaptive 

Data-Aware Predictive Machine Learning 

framework for IoT-enabled healthcare systems. 

The proposed three-layer architecture—spanning 

IoT data acquisition, edge-level normalization and 

feature extraction, and cloud-based adaptive 

ensemble classification—simultaneously 

addresses heterogeneous device interoperability, 

real-time response latency, data privacy, and 

dynamic distribution shift. Experimental 

evaluation on MIMIC-III-derived clinical data 

demonstrated a classification accuracy of 94.1%, 

an AUC-ROC of 0.961, and a response latency of 

15 ms at 100 concurrent IoT nodes, outperforming 

standalone Logistic Regression, Random Forest, 

and SVM baselines across all reported metrics. 

Interoperability compliance analysis confirmed 

scores exceeding 88% across all tested protocols. 

Together, these results establish ADAP-ML as a 

reliable, scalable, and standards-compliant 

foundation for next-generation connected 

healthcare, with direct applicability to chronic 

disease monitoring, post-discharge remote care, 

and hospital-wide clinical decision support. 
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